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Dear Y6 Parents/Carers,

There have been a number of issues surrounding the use of WhatsApp and how it has affected
some children in a negative way. After viewing some of the content, we would advise that you
check your child’s account.

e WhatsApp groups are being used in an inappropriate way and in some cases for
targeting children and bullying them. This will not be tolerated and we ask that parents
closely monitor what their children are writing and if issues are identified remove them
from the groups and notify us at school straight away.

e It has taken up a considerable amount of Miss Harrison’s time this week sorting the
issues out.

e |t is recommended that children under the age of 16 in the UK and Europe should not
have a WhatsApp account.

Attached are some useful strategies and possible software options you can download. This
could help to keep your child happy and safe whilst using WhatsApp. If you need any further
support, or your child is experiencing difficulties please contact school.

Yours sincerely,

Vicki Kerr
Headteacher
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At Natlondgl Online Sofety, we believe in empowering potents, carers and trusted odults with the information to hold an Informed conversation about online safety with thelr children, should they
feel It i3 needed, This gulde focuses on one of many apps which we belleve trusted adults shoukd be awars of, Please visit www.nationaloniinesatety.com for further guides, hints and tips for adults
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WhatsApp is the worldis most popular/mess ing orvi '“ around tw\o‘BlI»li'oh‘ sers exchanging texts, Q

)
photos, videos and documents, asiwellas md!(_!i\'g\w“: Vil :: -Itslendztozend encryption means .% f

messages can only. be viewed by the sender/and uﬂyﬁ”ocip_ 3 : L hatsApp/can read them. Updates to its OF TH®
privacy policy in'2021 (involving/sharing data with parent/company, Fucqbook)'capi d millions to/leaveithe app, but the

new policy was widely misinterpreted|-itonly,related[to\WhatsApp;s|business features, not rsonal/messages.

ONLINE

POTENTIAL CYBERBULLYING

R . ¥ Group chat and video colls =

vw \ N . are ?eoat for connoctin? with .'-" \
Fraudsters occasionally send WhatsApp | \ muitiple people in WhatsApp, but | oo‘lﬂ )
messages pretending to offer prizes ~ : o ; (3 there is always the potentiol for =
encouraging the usertoclickonalinkto | \ someone's feelings to be hurt by an
win. Other common scams involve ™ unkind comment or joke. The 'onl(y
warning someone that their WhatsApp admins’ feature gives the admin(s) of a
subscription has run out (aiming to dupe e group control over who can send
them into disclosing payment details) or o | messages. They can, for example, block
im{wuonoﬂng a friend or relative a \ =7 \_ people from posting in o chat, which could
asking for money to be transferred to 2 make a child feel excluded and upset.
help with an emergency. 4 /

DISAPPEARING MESSAGES | /" € CONTACT FROM STRANGERS

. To start a WhatsApp chat, you

Users can set wnum\p? messages to w ©nly need the mobile number of
dlsoprcr in 24 hours, 7 days or 90 days the person you want to message

by defauit. Photos and videos can also be P (the other person also needs to have
instructed to disappear after the 3 e . the app). WhatsApp can access the
reciplent has viewed them. These files address book on someone’s device and
can't be saved or forwarded - so if your recognise which of their contacts also use
child was sent an inappropriate - the app. So if your child has ever given
message, it would be difficult to prove = o their phone number to someone they don't
any wrongdoing. However, the receiver 5 know, that person could use it to contact
calr:’toko a screenshot and save that as { them via WhatsApp.

evidence.

ENABLING FAKE NEWS ﬁ | “g " LOCATION SHARING

The ‘live location’ feature lets users

WhunA|pp has unfortunately been linked | share their current whereabouts,
to accelerating the ?rond of dangerous & allowing friends to see thelr movements.
rumours. In India in 2018, some outbreaks .+ WhatsApp describes It as a “simple and
of mob violence appear to have been : secure way to let poorlo know where you
sparked by false allegations being shared g are.” It is a useful method for a young
on the app. WhatsApp itself took steps to vl " person to let loved ones know they're safe
?rsvenl ts users circulating hazardous A AN = but if they used It in a chat with poorlo

heories and speculation in the early - lh-r don’t know, they wouid be exposing

helr location to them, too.

weeks of the Covid-19 pandemic. N 3 TEXT
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CREATE A SAFE PROFILE EXPLAIN ABOUT BLOCKING Q(,‘j, REPORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive o Young people shouldn’t engage with any
hone number to add them as a contact, messages, calls or flles from a contact, they . & message that looks suspiclous or too good
t's also worth altering a young person’s should block them usln%canln s’ In the chat. to be true. When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
photo and status. The options are show up on thelr device and stays undelivered. first time, they’ll be given the option to
everyone’, ‘my contacts’ and ‘nobody’ - Blocklnﬂ someone does not remove them from report it as spam, If the sender claims to be
choosing one of the latter two ensures that our child’s contact list - so they also need to a friend or relative, call that rouon on their
your child’s profile is better protected. e deleted from the address book. usual number to verify it really is them, or if
it's someone trying to trick your child.
e

LEAVE A GROUP THINK ABOUT LOCATION | PAE‘LSETE ACCIDENTAL CHECK THE FACTS

If your child is in a group chat that is If your child needs to use the ‘live | SAGES L You can now fact-check
making them feel uncomfortable, or location’ function to show you or 4 WhatsApp messages that
has been added to a group one of their friends where If your child posts a messa "“’{ have been forwarded at
that they don’t want to be they are, advise them to want to delete, WhatsApp allows the least five times, by
rt of, they can use share their location ony user seven minutes to erase a double-tapping the
to.

s
. message. Tap and hold on the -
hatsApp’s group settings 4 for as long as they nee ge. 1a i Ridegnli n\:rannylng glass icon to the @
\

torc'uz?:‘,’:ﬁE 3327:23: ’f:'f:'d" Y‘\':: :;«A: on’y:;.)t‘l,;,:: oen:'your ‘delete for everyone.’ However, it's mm?;fm 3\7!?233 .l:ruonn(‘:‘h a “
em back in once; If they = child should manually stop sharing important to remember that Google search and decide for

leave a second time, it is their position as soon as it is no recipients may have seen (and themselves whether the O

permanent. longer needed. ;‘:‘;::‘"’“';"" delete:;' ar g ge was true or not.
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the founder of Kids N Clic
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@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety
Users of this guide do 80 at their own discretion. No liability ls entered into. Current as of the date of release: 02.03.2022
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